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INTRODUCTION




Introducing Myself

 Mak Kum Kay

» Asst Director CAD

* Private Sector (1976 — 1977)
« SPF (1977 to Present)
 MOI Certified Trainer

* Adjunct Trainer with HTSCI

 Assoclate Member of IAFCI
and ACFE




Commercial Affairs
Department (CAD), SPF

* Principal white-collar crime
Investigation agency In
Singapore.

» Safeguards Singapore’s
Integrity as a world-class
financial and commercial
centre through vilgilant and
professional enforcement of
the laws.




Three CAD Strategic Thrusts

* Enhancing Operational
Capabillities

» Building Organisational
Resilience

» Strengthening Community
Partnership




NATURE OF
INTERNATIONAL TRADE-
RELATED CREDIT CARD

FRAUD




Commercial Activity of Re-
exporting

* Legitimate shipping activity where goods are
transported to a third party or intermediate
ocation (country) before being sent to their
final destination.

e Common reasons:

— Final destination port is closed or
temporarily embargoed,

— Efficiency & Cost-reduction - breaking
bulk shipments into smaller loads for
different locations or consolidating smaller
loads pooled by multiple shippers into a
larger single shipment.




Nature of ITRCC Fraud

* Fraudster in Country A emails supplier in
Country B to order goods using stolen credit
card detalls.

* Fraudster conceals country of final
destination and increases credence by
providing the corporate particulars of a bona
fide freight forwarder in Country C as the
customer/consignee for the goods ordered.

« To gain trust, fraudster orders small quantity
In first shipment followed by a substantial
second or third order.




Nature of ITRCC Fraud

* When freight forwarder in Country C
receives the shipment, fraudster instructs
freight forwarder to re-export goods to
Country B.

* Fraudster use mules or another freight
forwarder to receive shipment in Country B.

* When victim (supplier) receives a charge-
back from his bank, and realises he has
been defrauded, the fraudster would have
collected the stolen goods in Country B and
disappeared.




ITRCC Scam Cycle
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Foreign fraudsters use
S’pore name to scam US firms

ividuals aiming to be in Singa

They use stolen
credif cards fo
buy these products

usually at

merchants

An online searc!
revealed that it wa
from Jakaria

*'m man gave a name that was not
ninli .o onesia and 1
- Using 2 generi know Sing
na Y—ﬁc server the: T and this in .--: way '
SS e-mas Singapore

Source : [The New Paper] @ Singapore Press Holdings
Limited. Permission required for reproduction.



Sample of Scam Email (1)

Date: Wed, 3 Aug 285 13:32:39 -@7e0 (PDT)
From: info@centurypteltd.com (Century.Pte.lLtd)
Subject: FLUKE DTX-18e@MS

Dear Sir or Madam,

I represent Century.Pte.Ltd my company have branches in Singapore. My
company want toc make a bussiness arrangement, we are seriously interested
to buy

FLUKE DTX-188@ ---->Qty : 1 unit.

I would like to ask you some point firts

1.Could you ship it to Singapore ?

2.Do ycu accepted visa and mastercard on the payment?
3.Could you ship it by FedEx International Priority ?

I would like to hearing from you on your earliest time.Please reply
directlyon the current e-mail address.Please don't hesitate to reply me
soon.Thank you.

Sincerely

Mike Yang

Century Pte. Ltd.

Ariesta logistindo international 53 ubi ave 1 #e5-51 paya
ubi-industrial park.

Singapore - 428934

Telp : +6591381559

contact : info@centurypteltd.com




Sample of Scam Email (2)

Date: Wed, 2@ Jun 24 13:39:47 -8600
From: dkruone@myrealbex.com (Sales)
Subject: Request Order

Dear Sir,

I have just visited your website.
I decide to make an request order directly from you.
Could you supply me for my request as below

This's my order 1list
- Fluke 179 Digital Multimeter for 40 Qty.
- Fluke 337 Digital Clampmeter for 40 Qty.

Our store need these stuff because we have so many order from our costumer
for this stuff.

About the payment method, I choose credit card for that. Because it's more
faster and I dont have to wait for long for the process.

Please give me your best price of items and please Calculate the shipping
cost by FedEx or UPS into my shipping address below

Airtropolis Express (S) Pte Ltd
Consignee PT. Royal Cargo Persada ™MD

9 Airline Rd #24-17 Cargo Agents Bldg D
Singapore 819827

If this is best deal I will send my privat info via email.
Look forward to hearing from you

Kind Regards.
Andy Lukmansyah.



Fake IDs and Card Face

‘ — BN
Bt W Superhasa

SMITH  DEREK Blok 1815 Geylang Bahru #01
park

ADDRESS Kallang Di:
Singapore 339716 SG

REPUBLIC OF SINGAPORE

Personal Identification

LAST NAME, FIRST NAME, MIDDLE NAME IDENTIFICATION ONLY

JOVANKA, TAMARA Fastrans Forwarding Serv 115
v ADDRESS Airport Cargo Road #02-2

Cargo Agent Building C
Changi, 819466 SG

BIRTH SEX H W NATIONALITY

07-27-717 F 176 &1 Singapore
EYES HAIR ISSUED EXPIRES
Black Black 07-27-05 07-27-10
T84-18-4631284 y 95 12/03

A TAMARA JOVAN

B N

LR




Goods commonly shipped

« Jewellery;

* Vehicle/aviation parts;

* Bicycles and fishing equipment;

* Musical instruments;

* Phones, computer and printers;

* Medical equipment;

» Electrical and lighting equipment;
* Measuring tools; e.qg. Fluke;
 Pumps and switches.




Countries targeted for ITRCC
scams

o Austria  Netherlands
+ Australia ~ * Sweden
e Switzerland

e Canada _
. China . Thglland
 United States
* Japan |
 United

 Germany Kingdom




CONCERNS
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Go Daddy Seoftware, which sells Web domain names,
and The Recovery Emporium, which offers services
for groups such as Alecholies Anonymous, are tbwo
sites that will not accept Singapore-issued cards.

My UG R CRIOW

TRY to buy something online
o some Internet retailers
in the United States and voo
miay find vour credit card re-
Joeoted, even Lthough yoo have
naot busted your ceredit limil.

Thixz is because some US
webhsilesg il 11 in
erce retailin e
£ online n1err:%1nt]1_s
Opr F'L("‘_'i_"llJt'i'l'Jg all Singapore
credit cards.

The reason: Jingapore has
been included in a group o
"hlacklisted” countries seen as
likely scources of Internet-
gsed eredil card fTaud.
Q- Adviee is to st
ship gy of these o
In the long 1w,
money,” says a warning on
One Sile, wunw cartServer.con

The company behind it,
which provides e-commerce
services Lo retailers, reckons

Some US websites that give security
advice have put the Republic on a
blacklist of nations prone to online fraud

the “wast majority”™ of orders
from some countoies, inelud-
ing Singapore, are fraudulent.

Another site — wwawomer
chantfraudsqguad.com is
Lellitig retailers to check on-
line orders cavelully when the
creddit eard information or
billing address shows a Singna-
pore connection. The website
15 run by The Worldwide
E-Commerce Fraud Preven-
ticen Mebwaork, swwhich has some
5,900 members including
merican Express, Barmes S
oble and Fxpedia.

Il is dilficull to gauge the
vel of influence this type of
aflvice has within the online
trading industry.

Incdecd, many of the lhest-
known U8 online retailers
such as bookseller Anva-
=zon.com are unfazed by the
prospect of this preater “risk”™
and continue to accepl Singa-—;
pore-issued credit enrds.

3

" econtact by telephone

But some lesser-known on-
line retailers appear to have
heeded the advice. .

hir Stephane Macs-Place
46, who runs an Internct ser-
vices company based in Tan-
Jongz Pagar, wis puzzled when
a Us-based website Go Daddy
Software, which sells Internet
domain names, rejected his
HSBC MasterCard [ast yvear.

The firm told him it was no
longer accepting Singapore-
based cards becanse of past
run-ins with online frawud.

I was shocked and sur-
]H'isr_-:'[ hecause I wouldn™
have expected something like
this to have happened in Sin-
gapores,” samd Mr Maes-Place.

When contacted by The
Straits Times, a Go Daddy
spokesman said that “due to a
very high occurrence of
fraud”, it was unable to pro-
cass transactions in several
markets, including Bulgaria,
Indoenesia, Malaysia, Paki-
stan, China and Hongkong.

Another website that states
it will not deal with Singapore

ceustomers “without extensive
Sinvestigation and personal
is The

Recovery Emporium, which
offers services for groups such
as Alcoholics Anonymous.

Internet security  expert
Dale hMartin, who is the prin-
cipal consultant at Vectra In-
formation Security, expressed
surprise that online traders
were being warned about the
apparcnt risks linked to Sin-
gapore-issued cards.

*“1 know that quite a few
American websites won't take
orders from Asia but I hadn't
heard that it was Singapore
specifically.™ !

He suggested that Singa-
E:-re may have been included

ceause of its close proximity
to other blacklisted countries.

Meanwhile, credit card
firms could shed little light on
the matter. Visa International
country manager Dennis Ng
said: “As far as our data
shows, we don’t seem to see
this. It isn't something that is
staring out at me."”

But he suggested that TUS-
based merchants may be more
reluectant to send goods to cer-

~tain countries hecause they

cannot verify the addresses

“supplied with these orders.

Source : [The Straits Times] @ Singapore Press Hold

ings Limited. Permission required for reproduction.



Countries with high e-
commerce fraud (2013)

. Latvia

. Egypt

. United States
. Mexico

. Ukraine

. Hungary

. Malaysia

. Colombia

. Romania
10. Philippines
11. Greece
12. Brazil

O© o0 ~NO Ok~ WDNPF

Source: Sift Science

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
295.

China
Indonesia
Russia
Singapore
Nigeria
Canada
Portugal
Switzerland
United Kingdom
India
Netherlands
France
Austria
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‘Sensitive’ Goods Ordered

Benchmade and SOG Knives

 GPS Equipment
 Tactical Triad LED Baton Light
 Tactical Flashlights 150 lumens

Extreme Super Bright Red Laser-sight Kit

 Green Beam Laser Pointer
* Tri Beam Laser Sight
» Garrett Super Scanner

Parachute Harness
Military Backpacks
Paramotors for paragliding
Respirators
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ROLE OF CAD




Lo Crime

| Prevention — A
Diners Club

‘ Shared

T
MasterCard
e

VISA



http://sg.wrs.yahoo.com/_ylt=A0S0zu.fMQFL4mQASJou4gt./SIG=139f60qd2/EXP=1258455839/**http:/www.restaurantnz.co.nz/uploads/visa_logo_new_nov05_38281 - website.jpg
http://sg.wrs.yahoo.com/_ylt=A0S0zu6gNAFLaAwA7lUl4gt.;_ylu=X3oDMTBpdDZuNzZrBHBvcwM5BHNlYwNzcgR2dGlkAw--/SIG=1giar50hg/EXP=1258456608/**http:/sg.images.search.yahoo.com/images/view?back=http://sg.images.search.yahoo.com/search/images?_adv_prop=image&va=new+amex+logo&fr=yfp-t-101-s&w=150&h=128&imgurl=www.bizbash.com/logos/amex_logo.jpg&rurl=http://www.bizbash.com/newyork/newsletter/issue280.html&size=9k&name=amex+logo+jpg&p=new+amex+logo&oid=fb0cb6057128e31e&fr2=&no=9&tt=126&sigr=11nm8j9q0&sigi=113ohbefh&sigb=12vinio69
http://www.google.com.sg/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCOPZ38m7r8cCFcO-jgodDoEAbQ&url=http://wallpaper222.com/explore/handshake logo/&ei=7XvRVaOvC8P9ugSOgoLoBg&bvm=bv.99804247,d.c2E&psig=AFQjCNEEUXf_VztZSoIJBbJ1HYx-JpedZA&ust=1439878483053983

Stakeholder Engagement
Programme




Ongoing Engagements

« Card Security Group
Singapore, VISA, MasterCard
and AMEX;

« SAAA, freight forwarders &
courier service providers;

+ USCS, FBI, ICE, USSS, INP;
AFP;

« MTI and IE Singapore;
« Singapore’s mission in DC.




Prevention Action

« Assistance to victims. Upon receipt of a
complaint, CAD immediately contacts the
freight forwarder to ascertain if the goods
have been re-exported to 3" country. If
not, arrangements are made to avert
losses by reversing shipment of goods to
victim;

 |f re-export shipment has been effected,
CAD will assist to link up victim with 31
country’s police authority for follow-up.




FACTORS AFFECTING
FREIGHT FORWARDERS




Factors affecting Freight
Forwarders

« Difficult to distinguish between genuine and
possibly fraudulent re-export shipments;

« Re-exporting to 3" country is a common
iIndustrial practice;

« Delays means extra costs;
« Loss of corporate reputation;

» Possibility of financial losses:

— Non-payment by fraudster for re-exporting goods to
3'd country.

— Time and resources required to assist authorities
during investigations and negotiations with shipper
for re-shipment to country of origin.




Sample of Online Comment

Highly sophisticated scammer

beware of the scammer that uses the name Jimmy Dan

This scammer is highly sophisticated.

Scammer uses the name Jimmy Dan. He knows how to forge credit cards, driver's license and passports.
Email address : combroshop@gmail.com

This scammer cooperates with fright companies located in Singapore. Hereunder two of them :

Global Mandiri PTE LTD

No.09 airlines road changi

Airfreight center #01-13,, SG, 918114
Singapore

FAF-FLYING TRANSPORTATION (S) PTE LTD
9 Airline Road #02-10A

Cargo Agent Building E

Singapore 918114

Phone 656 545 7038

Scam Scam Scam! do not ship to those addresses.




SUGGESTIONS FOR
FREIGHT FORWADERS




3 Suggestions for Freight
Forwarders

* Knowing Your Customer
(KYC);

* Velocity Checking of
transactions;

» Establish industry-led
framework/database for
sharing fraud intelligence
Information and identifying red
flags of potential fraud cases.
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